5G-SOLUTIONS for European Citizens

D2.3A Zero-touch Automation Mechanisms
for 5G Service Lifecycle (v1.0)
Document Summary Information
Grant Agreement No

856691

Full Title

5G Solutions for European Citizens

Start Date

01/06/2019

Project URL

https://www.5gsolutionsproject.eu/

Deliverable

D2.3A

Work Package

WP2

Contractual due date

31/01/2020 (M8)

Actual submission date

29 January 2020

Nature

Report

Dissemination Level

Public

Lead Beneficiary

LMI

Responsible Author

Anne-Marie Bosneag (LMI)

Contributions from

Anne-Marie Bosneag (LMI), Saman Feghhi (LMI), Amy de Buitléir (LMI), Udi
Margolin (NOKIA)

Acronym

Duration

5G-SOLUTIONS

36 months

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under the Grant Agreement No 856691.

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

Revision history (including peer reviewing & quality control)
Version

Issue Date

% Complete1

V0.1

01/07/2019

5%

Initial Deliverable Structure and
ToC

Anne-Marie Bosneag (LMI),
Saman Feghhi (LMI)

V0.1

18/11/2019

10%

Initial contributions to All
Sections

Anne-Marie Bosneag (LMI),
Saman Feghhi (LMI)

V0.1

9/12/2019

15%

Quality Check

Christos Skoufis (EBOS)

V1.0

10/12/2019

60%

Content added to All Sections

Seman Feghhi (LMI)

V1.0

13/12/2019

80%

Content added to All Sections

Anne-Marie Bosneag (LMI)

V1.0

16/12/2019

80%

Quality Check

Christos Skoufis (EBOS)

V1.1

09/01/2020

85%

Content added to Section 3

Saman Feghhi (LMI)

V1.2

10/01/2020

100%

Related approaches in
Automation, re-working of other
sections

Anne-Marie Bosneag,
Saman Feghhi, Amy de
Buitléir (LMI), Udi Margolin
(NOKIA)

V1.2

20/01/2020

100%

Quality Check and Peer Review

Christos Skoufis (EBOS),
Andrea Di Giglio (TIM), Udi
Margolin (NOKIA), Kostis
Tzanettis (APPART)

V1.3

28/01/2020

100%

Final Version

Anne-Marie Bosneag (LMI)

Changes

Contributor(s)

Disclaimer
The content of the publication herein is the sole responsibility of the publishers and it does not
necessarily represent the views expressed by the European Commission or its services.
While the information contained in the documents is believed to be accurate, the authors(s) or any
other participant in the 5G-SOLUTIONS consortium make no warranty of any kind with regard to this

1

According to 5G-SOLUTIONS Quality Assurance Process:

1 month after the Task started: Deliverable outline and structure
3 months before Deliverable’s Due Date: 50% should be complete
2 months before Deliverable’s Due Date: 80% should be complete
1 months before Deliverable’s Due Date: close to 100%. At this stage it sent for review by 2 peer reviewers
Submission month: All required changes by Peer Reviewers have been applied, and goes for final review by the Quality
Manager, before submitted

© 5G Solutions, 2020

Page | 2

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

material including, but not limited to the implied warranties of merchantability and fitness for a
particular purpose.
Neither the 5G-SOLUTIONS Consortium nor any of its members, their officers, employees or agents shall
be responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or omission
herein.
Without derogating from the generality of the foregoing neither the 5G-SOLUTIONS Consortium nor any
of its members, their officers, employees or agents shall be liable for any direct or indirect or
consequential loss or damage caused by or arising from any information advice or inaccuracy or
omission herein.
Copyright message
© 5G-SOLUTIONS Consortium, 2019-2022. This deliverable contains original unpublished work except
where clearly indicated otherwise. Acknowledgement of previously published material and of the work
of others has been made through appropriate citation, quotation or both. Reproduction is authorised
provided the source is acknowledged.

© 5G Solutions, 2020

Page | 3

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

Table of Contents
Table of Contents .......................................................................................................................................... 4
List of Figures ................................................................................................................................................ 6
1

Executive summary ............................................................................................................................. 10

2

Introduction ........................................................................................................................................ 11
2.1

Mapping to Project Outputs ............................................................................................... 12

2.2

Deliverable Overview and Structure ................................................................................... 13

3

Automation and 5G Service Orchestration ......................................................................................... 14

4

Existing Automation Approaches in Network and Service Orchestration .......................................... 16
4.1

ETSI ZSM .............................................................................................................................. 16

4.1.1

Data Services ....................................................................................................................... 16

4.1.2

Management domains ........................................................................................................ 17

4.1.3

The end-to-end (E2E) service management domain .......................................................... 18

4.2

Lifecycle Service Orchestration (LSO) Framework .............................................................. 19

4.2.1

LSO Functional Management Entities ................................................................................. 20

4.2.2

Management Interface Reference Points ........................................................................... 21

4.3

TM Forum Zoom.................................................................................................................. 22

5

Machine Learning as an Enabler of Zero-Touch Automation in 5G .................................................... 25

6

Analysis of Emerging Machine Learning Lifecycle Programs .............................................................. 28
6.1
6.1.1

Machine Learning Lifecycle Steps ....................................................................................... 28

6.1.2

The Importance and Complexity of the Machine Learning Lifecycle .................................. 29

6.2

7

Machine Learning Life Cycle ............................................................................................... 28

Landscape of Supporting Frameworks ................................................................................ 31

6.2.1

Amazon AWS Sagemaker .................................................................................................... 33

6.2.2

Microsoft Azure ML Studio – Azure Machine Learning Designer ....................................... 36

6.2.3

DataRobot ........................................................................................................................... 37

6.2.4

Valohai ................................................................................................................................ 39

Machine Learning-based Automation in 5G-SOLUTIONS ................................................................... 41
7.1

Proposed ML Use Cases and Candidate Algorithms ........................................................... 42

7.1.1

Correlation Between Network and Use Case KPIs .............................................................. 42

7.1.2

KPI Clustering ...................................................................................................................... 43

7.1.3

Predictive Slicing and Resource Allocation ......................................................................... 44

7.1.4

Prediction of KPI Degradation ............................................................................................. 47

© 5G Solutions, 2020

Page | 4

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

7.2
8

Data Considerations ............................................................................................................ 48

Conclusions and Next Steps ................................................................................................................ 49

References .................................................................................................................................................. 50

© 5G Solutions, 2020

Page | 5

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

List of Figures
Figure 3-1: Learning and orchestration in the context of flexible deployment of features in 5G networks
[1] ................................................................................................................................................................ 15
Figure 4-1: ZSM framework reference architecture [3] .............................................................................. 17
Figure 4-2: LSO Reference Architecture [4] ................................................................................................ 20
Figure 4-3: ZOOM Architecture Stack [6] .................................................................................................... 23
Figure 5-1: Evolution of ML adoption for network management alongside telecommunication networks
evolution [7] ................................................................................................................................................ 26
Figure 6-1: Machine Learning Project Development steps ......................................................................... 28
Figure 6-2: Maintaining an ML project throughout its lifecycle ................................................................. 29
Figure 6-3: ML software production, deployment and maintenance and their multi-disciplinary nature 30
Figure 6-4: Roles of difference specialists in ML-based software [24] ....................................................... 30
Figure 6-5: Linux Foundation AI Foundation Interactive Landscape [25] ................................................... 32
Figure 6-6: ML frameworks organised on conceptual layers in creating autonomous telecom network
functions [26] .............................................................................................................................................. 33
Figure 6-7: Leaderboard with scores for different algorithms and features [29] ....................................... 37
Figure 6-8: How to understand the DataRobot Model [30] ....................................................................... 38
Figure 7-1: Illustration of Correlation between KPI time series ................................................................. 43
Figure 7-2: TMF SID model for GST [35] and GSMA GST [34] ..................................................................... 45

© 5G Solutions, 2020

Page | 6

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

List of Tables
Table 2-1: Adherence to 5G Solutions GA Deliverable & Tasks Descriptions ............................................. 12

© 5G Solutions, 2020

Page | 7

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

Glossary of Acronyms
Abbreviation / Term
3GPP
AWS
AC
API
AI
CBND
CLI
CUDA
CI/CD
CNN
cuDNN
CUS
CE-VLAN
DTW
EBS
ECM
E2E
ETSI
FCAPS
5G
5G
GA
GPU
GS
ICM
IP
JSON
KPI
LDA
LSO
LF
LL
LSTM
ML
MANO
mMTC
MEF
MLP
MMTel
NB-IoT
NTM
PoV

© 5G Solutions, 2020

Description
3rd Generation Partnership Project
Amazon Web Services
Application Coordinator
Application Program Interface
Artificial Intelligence
CloudBand Network Director
Command Line Interface
Compute Unified Device Architecture
Continuous Integration / Continuous Development
Convolutional Neural Network
CUDA Deep Neural Network
Customer Application Coordinator
Customer Edge Virtual LAN
Dynamic Time Warping
Elastic Block Store
Element Control and Management
End to End
European Telecommunications Standards Institute
Fault, Configuration, Accounting, Performance, Security
Fifth Generation
Fifth Generation move this to after 3GPP?
General Availability
Graphics Processing Unit
Group Specification
Infrastructure Control and Management
Internet Protocol
JavaScript Object Notation
Key Performance Indicator
Latent Dirichlet Allocation
Lifecycle Service Orchestration
Linux Foundation
Living Lab
Long Short Term Memory
Machine Learning
Management and Network Orchestration
Massive Machine Type Communication
Metro Ethernet Forum
Multi Layer Perceptron
Multimedia Telephony
Narrowband Internet of Things
Neural Topic Modelling
Point of View

Page | 8

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

PCA
RNN
REST
SON
SLA
SOF
SDN
SDK
STDOUT
TM
TOSCA
UE
UNI
VPN
ZSM
ZOOM
ZTA

© 5G Solutions, 2020

Principal Component Analysis
Recurrent Neural Network
Representational State Transfer
Self-Organizing Network
Service Level Agreement
Service Orchestration Functionality
Software Defined Network
Software Development Kit
STanDard OUTput
TeleManagement
Topology and Orchestration Specification for Cloud Applications
User Equipment
User Network Interface
Virtual Private Network
Zero Touch Network and Service Management
Zero-time Orchestration, Operations and Management
Zero-Touch Automation

Page | 9

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

1

Executive summary

Automation has been a goal for telecommunication systems management for a long time, with a view of
decreasing the manual tasks, incorporating as much operational knowledge into the system as possible
and increasing the reaction speed to any problems that might appear in the network. However, there
are still many challenges that need to be addressed to introduce automation and move towards a more
pro-active type of management. Moreover, 5G systems introduce new dynamic aspects and new levels
of abstraction that must all be taken into account, as they increase the complexity of the system.
In this deliverable, our focus is on automation through Machine Learning to support service deployment
and lifecycle management for the services planned to run in 5G-SOLUTIONS, on top of the platforms 5GEVE and 5G-VINNI.
The deliverable presents the new 5G requirements for automation and existing work in this area,
looking at programmes such as European Telecommunications Standards Institute (ETSI), MEF, TM
Forum. We also dedicated space to the analysis of emerging Machine Learning lifecycle programs, as
this is a very current area of research that would also benefit our deployments.
Based on this information, we also make our proposal for Machine Learning (ML) based automations
that we plan to introduce in 5G-SOLUTIONS, working on the assumption that the data needed for the
proposed ML models will be available from both the underlying platforms and the services deployed on
top. We present the directions of research and discuss options for applying specific ML methods on
different types of 5G-SOLUTIONS data. It is worth noting that this direction is a long-term research item
for our project and, as such, there are still open issues that will be better understood once the first
service deployments are in place.
The key achievements covered by this deliverable are:





Discussion on Zero-touch automation in telecommunication management systems with a focus
towards ML-based automations in the context of 5G systems;
Exploration of existing proposals for service lifecycle automation;
Introduction of Machine Learning lifecycle management, the different players that are involved
in it, as well as presentation of tools for ML lifecycle management;
Proposals for introducing Machine Learning - based automations in 5G-SOLUTIONS, including
applicable algorithms and deployment options, as well as requirements for data.

© 5G Solutions, 2020
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2 Introduction
5G telecom systems come with features that enable unprecedented connectivity and scale, targeted
towards services that combine many areas of expertise in a new non-traditional way of conducting
business. The internal design of 5G networks is also based on slicing and virtual layers that must be
managed in addition to physical ones, adding to the complexity of the system. The system is designed to
be adaptable and therefore the need for automation becomes of prime importance.
In the context of 5G-SOLUTIONS, we investigate deployments of vertical services on top of the 5G
experimental platforms 5G-EVE and 5G-VINNI. End-to-end orchestration of vertical services is a major
focus of the project. Within this direction, we also set a long-term research goal for exploring the
introduction of Machine Learning - based improvements towards Zero-touch automation.
This deliverable is the first one in this direction and presents our initial work and ideas that we would
like to explore in the context of Task 2.4. Deliverables D1.2A and D2.1A have both introduced
orchestration and its importance in 5G systems and we refer the reader to these deliverables for the
definitions and significance of orchestration. In this current deliverable, we explore the ideas of enabling
more automation in the service orchestration area through Machine Learning and present the evolution
of this idea in telecommunication systems. We look into existing work in Zero-Touch Automation
programmes such as ETSI Zero Touch Network and Service Management (ZSM), Metro Ethernet Forum
(MEF) Lifecycle Service Orchestration (LSO) and TM Forum Zero-time Orchestration, Operations and
Management (ZOOM) and present their main contributions.
We also delve into the lifecycle management of ML software, including differences between traditional
software and the management of ML-based software, where the models must be able to continuously
evolve in dynamic 5G networks, even after their deployment. This is extremely important to understand,
as the models we learn must evolve in the dynamic 5G environment and also because we might offer
the models to different stakeholders, such as use case providers, platform providers, etc. We present
different tools for managing the lifecycle of Machine Learning programs, from initial data input all the
way through to deployments and use.
This deliverable also introduces our initial directions for research in improving the management of
service lifecycle:
(1) Predictive optimisations of service performance, which explores correlating trends from
domains that usually have little visibility towards each other, such as network vs. service
domain, and
(2) Predictive slicing patterns, which would allow for fast ideal deployments once the models
are in place.
Different methods applicable to these directions are presented, as well as data considerations, which
are still an open issue and will become clearer as the first deployments will be made.
Future work includes working alongside WP3 “Technological Enablers for the Living Labs” and the Living
Labs (LLs) to bring more clarity around the issue of availability of data and feasibility of applying the

© 5G Solutions, 2020
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methods described in this deliverable. Later stages will explore the delopyment of the proposed
automation solutions through ML lifecycle management.

2.1 Mapping to Project Outputs
This section maps the 5G-Solutions Grant Agreement commitments, both within the formal Deliverable
and the Task descriptions, against the project’s respective outputs and work performed.
Table 2-1: Adherence to 5G-SOLUTIONS GA Deliverable & Tasks Descriptions
Project GA
Component
Title

Project GA Component Outline

Respective
Document
Sections(s)

Justification

TASKS
Within the context of programs, such as ETSI
Zero-touch
Network
and
Service
Management program or MEF Lifecycle
Services Orchestration, there has been much
industry discussion on automation and
lifecycle concerns. Zero-touch automation
mechanisms are inherently linked to the Sections 3-7
increase of speed and removal of human
interaction throughout the lifecycle of the
processes, with a focus on pro-active
management. In this task, we will examine
the complex problem of managing services
Task 2.4: Zero- and machine learning features in deployed
touch
operations.
automation
mechanisms for
5G
service Analysis of emerging Machine Learning
lifecycle programs: We will investigate
lifecycle
initiatives on Machine Learning lifecycle
programs, with a key focus on the viability of
a DevOps environment that encompasses Section 6
machine learning models in production
systems.

Enablement or automation via Machine
Learning: In this subtask, we will explore Sections 7
novel vertical industry automations, based
on adaptive automation of 5G features

© 5G Solutions, 2020

Sections 3-5 present
approaches towards Zero
touch automation in 5G,
including ETSI ZSM, MEF
LSO and TM Forum
ZOOM. Section 6 presents
the Machine Learning
lifecycle and tools to
manage it. Section 7
presents our proposal for
research direction in 5GSOLUTIONS in the area of
service automation and
lifecycle management.
Section 6 discusses the
Machine
Learning
lifecycle, with all the
implications of deploying
the models in a dynamic
environment.
It
also
investigates tools for
managing
the
ML
lifecycle.
Section
7
presents
methods for predictive
analyses of cross-domain
data and predictive slicing
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combined with predictive analyses of data
coming from the vertical industry service.
We will also explore network application
tracking to support the next generation of
Root Cause Analysis features. By this we
extend the core value of automation and
accountability to be fundamental parts of
dependable automation.
DELIVERABLE

patterns, as well as data
considerations.

D2.3A: Zero-touch automation mechanisms for 5G service lifecyclev1.0
Interim (v1.0) report defining the management of the life cycle of services running across different 5G mobile
networks including solutions for slicing and virtualisation beyond MANO.

2.2 Deliverable Overview and Structure
This deliverable is organized as follows:
 Section 3 presents a short discussion on automation in telecommunication systems
management, historical evolution of adopting Machine Learning based approaches in network
management systems, as well as reasons for introducing automation in 5G systems;
 Section 4 presents existing programmes that look at automation approaches for service and
network management, such as ETSI ZSM, MEF LSO and TM Forum ZOOM;
 Section 5 discusses implications for moving towards Zero-Touch Management, including
requirements for managing the Machine Learning lifecycle;
 Section 6 introduces the lifecycle of Machine Learning programs, discusses differences between
normal DevOps and lifecycle management for ML-based automations, and also presents some
of the well-known tools for managing ML lifecycle;
 Section 7 presents the automations that we propose as research items for 5G-SOLUTIONS,
based on our initial understanding of the platforms to be used in 5G and also the services to be
deployed on top of these platforms. We also present the types of ML methods applicable for the
different types of automation goals. Furthermore, section 7.2 discusses data considerations for
introducing the proposed ML-based automations in 5G-SOLUTIONS;
 Section 8 presents our conclusions and future work.

© 5G Solutions, 2020
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3 Automation and 5G Service Orchestration
The new generation 5G networks come with a set of features and requirements that clearly differentiate
it from previous generations of telecom networks and create the need for flexibility in the management
of the networks. 5G networks are built around concepts of unprecedented complexity and scale,
variability in underlying radio techniques, coupled with a very diverse set of end user requirements, as
diverse as low-latency mMTC vs. enhanced broadband eMBB. The management mechanisms for these
types of networks should therefore support this underlying variability with autonomous, flexible and
scalable mechanisms.
Automation has been a desired goal in telecommunication networks for many years, being identified
through the self-* concepts (self-configuration, self-optimisation, self-healing), with the idea of
increasing speed and ease of use for the operator in the network management domain. However, only
some restricted mechanisms towards automation have been introduced into previous generations of
telecom management software, mainly at a local level (e.g., self-configuration at node level in 4G) or
limited to specific domains (e.g., SON). The goal of pro-active management at the network level is still to
be realised.
With 5G networks, we also see the introduction of virtualization as a fundamental mechanism for
reducing the costs in the network and providing the required flexibility needed in the new networks.
However, this also introduces new abstraction layers into the network, and with it, new challenges in
terms of properly managing the extra complexity added by virtualisation. Knowledge about the network
will have to be built, with the understanding that it is very dynamic in nature and contexts change quite
rapidly. For example, as network features and services are flexibly deployed, a fault at two different
points in time might refer to different elements in the network causing the fault, or the interaction
between different network elements and services. Therefore, context awareness and learning of the
conditions in the network play a crucial role towards the proper functioning of the 5G network.
Figure 3-1 presents this view that automation is built on top of learning in the network, which must deal
with flexible deployment of features and services, due to virtualization. Context will be built across
different types of data, defying thus the usual FCAPS data silos, data collection points being placed
across different levels in the network.

© 5G Solutions, 2020
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Figure 3-1: Learning and orchestration in the context of flexible deployment of features in 5G
networks [1]

In this very dynamic environment, lifecycle management of both the machine learning models and the
services becomes extremely important, as it introduces a major component of complexity into the
network.
The industry has led discussions on automation in forums such as ETSI, MEF and TM Forum, which we
describe in Section 4.

© 5G Solutions, 2020
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4 Existing Automation Approaches in Network and Service
Orchestration
In this section, an overview of existing approaches of zero-touch automation to network and service
management (ZSM) is presented. We focus on the three main industry-led programmes: ETSI ZSM, MEF
LSO and TM Forum ZOOM.
As will become apparent in the following descriptions, all of these frameworks recognize the importance
of automation in the management and orchestration domain. They also specifically address Analytics as
an enabler for automation.

4.1 ETSI ZSM
ETSI has proposed one solution for an end-to-end architectural framework for network and service
orchestration, the Zero-touch network and Service Management ZSM. Its focus is a management system
that leverages the concepts of virtualization and specifically includes Analytics into the architecture. The
requirements and reference architecture are available in [2] and [3] respectively.
Figure 4-1 illustrates the proposed architecture. For 5G-SOLUTIONS Zero-touch automation, the
proposed functionalities and components lie under the E2E Service Management Domain and are
mapped to E2E Intelligence and E2E analytics.
Below are short descriptions of some of these components and services in the reference architecture
that are planned to be investigated within the scope of 5G-SOLUTIONS. For further information about
the interaction of these components please refer to [3].

4.1.1

Data Services

Automation needs timely access to consistent and current management and context data, both within
the domain and also across domains. Data services provide the means for data persistence and enable
data sharing within and across management domains. The sharing of data is done subject to access
control and information security policies. The data is handled within the domain where it originated and
shared with authorized users when needed. Data consistency is also taken into account. Data services
also enable abstraction of data persistence and data processing actions from the management
functions. This enables stateless management functions and eliminates the need to handle data
persistence and processing on per-function basis.
Examples of management data types stored in the data services are:








managed entities' performance monitoring data (e.g. performance counters);
managed entities' assurance data (e.g. performance/fault alarm events);
managed entities' trace data (e.g. packet capture data);
managed entities' configuration data;
managed entities' miscellaneous log data;
network/service topology data;
network/service inventory data.

© 5G Solutions, 2020
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Figure 4-1: ZSM framework reference architecture [3]
The architecture does not mandate how or where data is stored. Different types of storage mechanisms
and database technologies for different purposes are allowed, with explicit or automatic selection of a
suitable storage mechanism/database type for each data store.

4.1.2

Management domains

Within each management domain, management services are provided by a service producer via a set of
end-points. Management services can be internal (restricted to the management domain) or external
(exposed outside the domain).

© 5G Solutions, 2020
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Most components defined in this category have counterparts in the E2E context so these services will be
explored in the next section.

4.1.3

The end-to-end (E2E) service management domain

This domain is responsible for management of customer-facing E2E services composed from services
managed by the various management domains. It is comprised of the following groups of management
services:
1. E2E service data collection
Services in this category are responsible for monitoring the quality and availability of customer-facing
services. In the scope of 5G-SOLUTIONS zero-touch automation, these services are used to collect
relevant management data from different domains in the network. Data collection points, interfaces and
interactions between components which are involved in end-to-end services and experiments are
defined within the description of these services.
2. E2E service analytics
These services are responsible for providing analytical tasks on data, including E2E service impact
analysis, root cause analysis and service-specific predictions. A variety of entry-level machine learning
techniques can be used to facilitate these tasks using KPIs and measurements from different domains in
the network, including user-level, network, etc.
3. E2E service intelligence
These services include the main contribution towards zero-touch automation in 5G-SOLUTIONS, being
responsible for driving intelligent closed-loop automation in the E2E service management domain. The
degree of automation can include the full spectrum of automation from automated decision-making
with human oversight all the way to fully autonomous management.
ETSI defines three categories for intelligent services, as follows:





Decision support: These services enable decision making via technologies such as artificial
intelligence, machine learning and knowledge management.
Decision making: This category of services is based on information provided by services defined
in E2E data collection and E2E service analytics (explained above) as well as domain data
services in the E2E service management domain, cross-domain data services and other
applicable sources.
Action planning: This defines orchestration/control actions to be executed by ZSM services
defined as part of E2E service orchestration.

Below is a brief description of services that are suggested by ETSI reference architecture for E2E service
intelligence.




AI model management service: The AI model management service enables management of AI
models. An AI model will be updated on the basis of new input data periodically or at any time,
as needed.
Deployed AI model assessment service: The performance of deployed AI models can degrade
over time due to a change of context, which results in the model not matching the reality
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accurately enough, which makes a model update or replacement needed. The deployed AI
model assessment service allows determination of the most appropriate action to execute on
the AI models, based on available information regarding the performance of the model. For that
purpose, the deployed AI assessment service may use the output of the deployed AI model
performance evaluation service.
AI training data management service: The AI training data management service enables
management of training data that is needed to train or re-train the AI models. The training data
may be labelled data that includes the input features/attributes and the ground-truth output of
classification, prediction or other ML problems. The training data may refer to a specific AI
model whose training depends on the data, or may be accumulating training data independently
of existing AI models to enable future AI model development.
E2E service health issue reporting service: Even in an automated system, not all service health
issues can be repaired automatically. For certain issues, reporting to a higher-order entity (such
as a ZSM framework consumer) is needed. This service allows to manage such issue reports. The
E2E service health issue reporting service provides information about abnormal service health
states (e.g. due to faults, security issues, etc.) and allows them to be correlated with issues in
the underlying management domain if that information is available. It also allows to track and
update the status of the health issues and their severity and to configure what information is
provided.

4. E2E service orchestration
Services in this category are responsible for the catalogue-driven E2E orchestration of multiple
management domains to create/modify/delete cross-domain customer-facing services. Aspects related
to this topic are covered more extensively in the D2.1 deliverables and therefore we will not dive deeply
into this aspect in this deliverable.

4.2 Lifecycle Service Orchestration (LSO) Framework
Another framework proposed by MEF Forum is Lifecycle Service Orchestration (LSO). LSO [4] is an agile
approach for automation and sustainable streamlining of the service lifecycle for coordinated
management and control across all network domains responsible for delivering an end-to-end
Connectivity Service (e.g. Carrier Ethernet, IP VPN, etc.). This section provides an overview of the
architecture and framework by providing a brief description of the key functionalities and requirements
of LSO that are in-line with the 5G-SOLUTIONS goals.

© 5G Solutions, 2020
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Figure 4-2: LSO Reference Architecture [4]
Figure 4-2 illustrates the reference architecture of LSO that characterizes the management and control
domains, and the functional management entities that enable cooperative LSO capabilities. It also
identifies the Management Interface Reference Points, which are logical points of interaction between
specific functional management entities. In the following sections, brief descriptions of these
management entities and interface reference points, as described in [4] are provided.

4.2.1






LSO Functional Management Entities
Business Applications (BUS): The Service Provider functionality supporting Business
Management Layer functionality (e.g., product catalog, ordering, billing, relationship
management, etc.).
Service Orchestration Functionality (SOF): The set of service management layer functionalities
supporting an agile framework to streamline and automate the service lifecycle in a sustainable
way for coordinated management supporting design, fulfillment, control, testing, problem
management, quality management, usage measurements, security management, analytics, and
policy-based management capabilities providing coordinated end-to-end management and
control of Layer 2 and Layer 3 Connectivity Services.
Infrastructure Control and Management (ICM): The set of functionalities providing domain
specific resource management capabilities, including configuration, control and supervision of
the network infrastructure. ICM is responsible for providing coordinated management across
the network resources within a specific management and control domain. For example, a
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4.2.2








system supporting ICM capabilities provides connection management across a specific
subnetwork domain. Such capabilities may be provided within systems such as subnetwork
managers, SDN controllers, etc.
Element Control and Management (ECM): The set of functionalities supporting element
management layer capabilities for individual network elements. While a system supporting ECM
capabilities provides for the abstraction of individual infrastructure elements, it may reflect the
element view for multiple elements, but cannot provide coordinated management across the
set of elements.
Customer Application Coordinator (CUS): A functional management entity in the Customer
domain that is responsible for coordinating the management of the various service needs (e.g.,
compute, storage, network, etc.) of specific applications. The AC may be responsible for the
harmonization of cloud services on behalf of multiple applications. The AC supports Customer
interactions with the Service Provider to request, modify, manage, control, and terminate
Products or Services.

Management Interface Reference Points
CANTATA (CUS:BUS): This interface reference point provides a Customer Application
Coordinator with capabilities to support the operations interactions (e.g., ordering, billing,
trouble management, etc.) with the Service Provider’s Business Applications for a portion of the
Service Provider service capabilities related to the Customer’s Products and Services (e.g.,
Customer Service Management interface). Since cross domain interactions are supported,
additional security considerations need to be addressed on this Management Interface
Reference Point.
ALLEGRO (CUS:SOF): This allows Customer Application Coordinator supervision and control of
dynamic service behavior of the LSO service capabilities. When a Customer exercises dynamic
service behavior via Allegro, the SOF must validate each request using the service-specific
policies that govern this dynamic behavior. The dynamic behavior and associated constraints are
defined based on the Product Specification implemented by the service. For example, a servicespecific dynamic service policy may describe the range of bandwidth in which the Customer is
permitted to throttle. Allegro may also be used to share service level fault information with the
Customer. Since cross domain interactions are supported, additional security considerations
need to be addressed on this Management Interface Reference Point.
LEGATO (BUS:SOF): This Management Interface Reference Point allows management and
operations interactions supporting the LSO connectivity services. For example, the Business
Applications may, use Legato to request the instantiation of a Connectivity Service. Legato may
also allow the SOF to describe services and capabilities it is able to instantiate. Also, the SOF may
use Legato to ask the Business Applications to place an order to a Partner provider for the
access service needed as a Service Component of an end-to-end Connectivity Service.
SONATA (BUS:BUS): This supports the management and operations interactions (e.g., ordering,
billing, trouble management, etc.) between two network providers (e.g., Service Provider
Domain and Partner Domain). For example, the Service Provider Business Applications may use
Sonata to place an order to a Partner provider for an access service that is needed as a part of
an end-to-end Connectivity Service. Additional security considerations are addressed for crossdomain interactions on this Management Interface Reference Point.
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INTERLUDE (SOF:SOF): This provides for the coordination of a portion of LSO services within the
partner domain that are managed by a Service Provider’s SOF, within the bounds and policies
defined for the service. Through Interlude, the SOF may request initiation of technical
operations or dynamic control behavior associated with a service with a partner network
domain. Such requests must be within the constraints set forth in the policies associated with
established services and performed without impacting the business applications. Interlude may
also be used to share service level fault information with the partner domain. Additional security
considerations for cross-domain interactions are considered.
PRESTO (SOF:ICM): The resource Management Interface Reference Point for managing the
network infrastructure, including network- and topology- related management functions. For
example, the SOF will use Presto to request ICM to create connectivity or functionality
associated with specific Service Components of an end-to-end Connectivity Service within the
domain managed by each ICM. Presto may also allow the ICM to describe Resources and
capabilities it is able to instantiate.
ADAGIO (ICM:ECM): The element Management Interface Reference Point for managing the
network resources, including element- related management functions. For example, ICM will
use Adagio to implement cross-connections or network functions on specific elements via the
ECM functionality responsible for managing the element.

4.3 TM Forum Zoom
Zero-time Orchestration, Operations and Management (ZOOM) [5], is a project led by TM Forum. It is
introduced to address some of the main challenges of end-to-end elastic service and network
management, by delivering automation and flexibility that is required to adapt to the new dynamic
structure of the network. Figure 4-3 Illustrates the architecture stack envisioned by ZOOM.
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Figure 4-3: ZOOM Architecture Stack [6]
Some of the principles envisioned by ZOOM include:











Open APIs to expose standardized network and management functions to all layers;
Transparent end-to-end management across both horizontal and vertical boundaries;
Event-driven, using policy management, data and metadata, enabling automated management.
This is provided by closed control loop and may be augmented by analytics;
Integrated analytics enabling consistent view and analytics from physical to virtual;
Self-service requiring minimum supervision of expert resources and enabling customer
configuration;
Service and business model agnostic, enabling a flexible range of services and monetization
models;
Multi-tenancy capabilities native to the infrastructure;
Near Real-time and zero-touch, executing requests rapidly without human intervention;
Hardware agnostic, separating hardware and software layers, with intelligence held in the
software;
Resilience to hardware failure and localized load demands through intelligent software;
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Security and privacy assured by design and at multiple levels;
Software License management as a built in characteristic rather than added on, to enable
flexibility.
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5 Machine Learning as an Enabler of Zero-Touch Automation in 5G
The goal of attaining Zero-Touch Automation is a very complex one and must be implemented at
different levels in the network, as well as in the service layers.
As explained in Section 3, the move towards ZTA in 5G is prompted by a variety of factors, such as:





Increased technological complexity (accumulation of technologies, increasingly heterogeneous
networks, new levels of abstraction/complexity, etc.);
Dynamic behavior of the network prompted by dynamic demand for new functionality and
capacity extensions;
Variability and volume of network access (e.g. type and number of connections, diverse types of
services and traffic patterns);
Need to re-focus from network KPIs to customer experience and service-level KPIs.

In this dynamic environment, Machine Learning is one important paradigm, as highlighted in Figure 3-1.
Traditionally, telecom management systems have relied a lot on rule-based systems. However, with the
networks becoming more dynamic, Machine Learning methods have started to be incorporated.
Machine learning methods that are used in data-driven approaches rely highly on how training data is
collected and available. Learning methods are mainly categorized into three different types. These are
supervised learning, unsupervised learning, and reinforcement learning.
Supervised learning is based on labelled data for training the model, which means that the correct
answers are known and the model can be instructed based on these. Most machine learning falls under
this category. With supervised learning, machines can learn to make complex decisions. However, one
fundamental issue with it is the availability of labelled data, which requires domain experts to provide
the correct answers in the first place. One particular type of learning in this domain is Deep Learning,
which requires large volumes of labelled data, but can also help with automated feature selection.
Unsupervised learning does not require labelled data and the algorithms try to identify an internal
structure in the available data. Unsupervised learning will lead to less sophisticated decisions, and can
be used for decisions surrounding, for example, anomalies in the data.
Reinforcement learning has emerged as a complementary approach, which needs no labelled data, but
instead defines goals and measures towards those goals. These types of algorithms can learn to model a
complex set of behaviours to arrive at a desired outcome. Reinforcement learning has its roots in
gaming, where there is a clear goal and a measure for attaining that goal. One of the most common
applications of reinforcement learning is training autonomous vehicles to navigate to a destination. One
issue in reinforcement learning is defining the reward system in which only the desired behavior is
rewarded, which may not always be straightforward, otherwise the algorithm can learn to exploit any
loopholes in the reward system.
Machine Learning methods have already started being incorporated into the management of
telecommunication network management systems in the last couple of decades (see Figure 5-1), mostly
in areas such as anomaly detection, less so in the areas of prediction, classification, etc. As shown in
Figure 5-1, the adoption of Machine Learning - based methods has evolved alongside the network
evolution, and alongside the move from a reactive to a proactive type of management.
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Figure 5-1: Evolution of ML adoption for network management alongside telecommunication
networks evolution [7]
Given the relatively limited complexity of 2G & 3G data sets, the application scenarios of
analytics/machine learning frameworks were limited and mainly using basic statistics on relatively small
data sets, in an attempt to understand what had happened in the network – i.e., historical/batch
processing and reactive systems – by looking mostly at PM (performance monitoring) data. The machine
learning workflows were predominantly developed by expert programmers based on careful feature
engineering in 2G, 3G and 4G network technologies [8]. We witnessed here the use of R, RapidMiner,
KNIME, and Weka- like statistics and learning frameworks.
For 4G systems, adopting big data technologies such as Hadoop/STORM for network analytics became
common [9], [10], [11]. Additionally, data driven features with more complex analytics for automatic
network management were seen as fundamental to complex 4G network settings [12], [13], [14].
Alongside solutions developed into existing telecom management systems, we have also witnessed a
surge in the number of general third-party tools for data analytics. Examples of such tools are many,
including Emcien [15], BeyondCore [16], BigML [17], Datameer Smart Analytics [18], IBM SPSS Analytic
Catalyst [19], Data Hero [20], Unomaly [21], Automated Insights [22], and Narrative Science [23]. Most
of these tools were trying to enable users to quickly deploy ML-based solutions in their systems, but
being general tools, they were not developed at the frontier between analytics and domain knowledge,
rendering their use in the telecommunications domain limited. These tools addressed a certain subdomain in the analytics space, e.g., by focusing on predictive analytics ( [15], [16], [17], [19]), identifying
anomalies in data trends( [21]), identifying patterns in the data ( [18], [20]), or translating these patterns
into natural language ( [22], [23]). Although the goals in 4G systems were much more ambitious than for
2/3G systems, we have only seen limited adoption of automation, in specific cases (e.g., automatic
generation of cell neighbor relations, SON, etc.) The availability of labelled data has been a barrier,
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coupled with human barriers to the adoption of automation, such as the level of trust that network
operators have in the proposed solution. Operators must learn a different way to understand Machine
Learning algorithms results, which chance accuracy based on the different data they are provided with.
Also, with quite sophisticated learning algorithms, it is sometimes hard to understand what data a
decision is based on, and therefore debugging in case of a sub-optimal decision given by the ML
algorithm might be harder.
However, for 5G systems, for the reasons highlighted at the beginning of this section, the need for
automation becomes of prime importance. Because of the high degree of change and automation
already built into 5G systems, the management of these networks must adapt to include machine
learning frameworks with automated feature engineering and become (near) real time, proactive, while
being able to provide heavily data driven and automated decisions. Since manual building of workflows
will become prohibitive, the analytics / machine learning systems must come with automated feature
engineering characteristics, designed in such a way that they can automate tasks such as capturing of
human expert knowledge. Additionally, they must be able to adapt to changes in the environment,
automatically provide new insights from data and cope with the unprecedented scale.
At the same time, since 5G systems come with a lot of dynamic features and several conceptual layers,
one major change in 5G systems is the need for shorter learning cycles to support quick adaptation of
features. This is where Machine Learning lifecycle management becomes very important, in order to
enable bringing ML-based solutions into production of management systems.
This also means that a lot of work must be done to provide the right environment for inserting ML-based
automation into the systems, including:






A proper data layer;
Correct ML tools for the data & features needed;
Correct identification of automation use cases;
Ability to understand and design ML algorithms that fit the data available and the domain
problem (the theorem);
Correct management of ML models brought into production (i.e., ML lifecycle management).

Section 6 dives deeper into exploring the Machine Learning lifecycle, including tools focused on this
aspect.
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6 Analysis of Emerging Machine Learning Lifecycle Programs
6.1 Machine Learning Life Cycle
The Machine Learning lifecycle is the cyclical process that Machine Learning- based projects follow, from
initial definition and data ingestion to deployment and use of the model in production. It defines each
step that an organization should follow to take advantage of ML and AI to derive practical business
value.
There are five major steps in the machine learning life cycle, all of which have equal importance and
follow each other in a specific order.

6.1.1

Machine Learning Lifecycle Steps

Every project (traditional or ML-based) begins with defining the objectives. In the case of ML projects, a
use case that lends itself to being improved by machine learning must be identified. This can be an
opportunity to tangibly improve operations, support dynamicity and automation in the system, increase
customer satisfaction, etc. In most cases, it is related to a complex process in the system, something
cannot be necessarily covered by a simple rule-based system.
The figure below shows the 5 steps that every ML project follows from input data to model execution:

Figure 6-1: Machine Learning Project Development steps
The five steps are explained below:
1. Data Preparation: Collecting and preparing all of the relevant data for use in the defined ML
project is a critical step. It involves both domain knowledge and also mathematical knowledge.
Data scientists must work alongside domain experts to understand what type of data is
available, which data is relevant, how much data is needed, etc. After collection of data, data is
prepared for consumption by ML algorithms, including missing values, feature selection, etc.
2. ML-Model Development: In order to gain insights from the input data with ML, the right ML
algorithms must be selected. It is worth noting that there is no best ML algorithm for a class of
problems, but rather a good fit between the input data, the objectives and the algorithm must
be found. This is stated in the no free lunch theorem for ML (Wolpert, 2001). As such, several
algorithms are likely to be tried on the data and target variables, to evaluate which algorithm
suits best.
3. Interpret and Communicate: One of the most difficult tasks of ML projects is explaining a
model’s outcomes to users without data science background. Traditionally, machine learning
has been thought of as a “black box” because it is difficult to interpret insights and communicate
the value of those insights to stakeholders. The more interpretable the model, the easier it will
be to meet regulatory requirements and communicate its value to key stakeholders.
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4. Implement, Document, and Maintain: The final step is to implement, document, and maintain
the project. Model deployment often poses a problem because of the coding and data science
experience it requires and because the time-to-implementation from the beginning of the cycle
using traditional data science methods is quite long. On top of this, once a model is deployed, it
enters a new cycle, shown in Figure 6-2 below.
5. This includes continuous integration / continuous development (CI/CD), monitoring, updating,
etc., where the model must be allowed to continuously evolve to match a dynamic
environment.

Figure 6-2: Maintaining an ML project throughout its lifecycle

6.1.2

The Importance and Complexity of the Machine Learning Lifecycle

One of the reasons why the ML lifecycle is important is because it delineates the role of the persons
involved in the ML projects of a company, ranging from business to domain experts and to data
scientists. ML projects are, by their nature, multi-disciplinary projects (see below, Figure 6-3).
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Figure 6-3: ML software production, deployment and maintenance and their multi-disciplinary nature
They provide correct insights only when real collaboration exists – at all stages throughout the project,
between:





Data scientists,
ML engineers,
Software / data engineers,
Domain experts.

As shown in Figure 6-4, their roles will vary and also juxtapose over the lifecycle of the project.

Figure 6-4: Roles of difference specialists in ML-based software [24]
Additionally, the ML lifecycle takes every project from inception to completion and gives a high-level
perspective of how an entire data science project should be structured in order to result in real, and
practical business value. Failing to accurately execute on any one of these steps will result in misleading
insights or models with no practical value.
It is important to note that ML-based software differs from traditional software in a number of ways and
being aware of these factors makes it easier to understand how ML-based software must be treated in a
production environment. These factors include:
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Algorithm complexity,
Data dependencies,
Multi-disciplinary teamwork and competencies required,
Result uncertainty,
No best algorithm, rather fit to data and target use case more important.

Therefore, ML DevOps practices must include the following:


Algorithms / Models are always evolving: preparation for continuous updating, resources are
not separated by Dev and Ops;



Performance monitoring is a requirement: usage of algorithms/models diagnostic functions,
model retraining, reconfiguration;



Involve and build user feedback loops: do not only report based on the standard ML metrics,
very important to note that ML Accuracy is not equal to user perceptions;



Expect unexpected results: prepare for worst case scenarios, how to handle such a situation
(e.g., non-ML exit route);



Result- and user-centered configuration: e.g., sensitivity of algorithm vs algorithm ML
parameters, adaptive parameters vs human in the loop, etc.

These practices support automation and a healthy lifecycle of the ML project.

6.2 Landscape of Supporting Frameworks
Given the complexity of the ML lifecycle and its multi-disciplinary nature, and also the vast landscape of
ML methods, there is a plethora of tools that can be applied in these projects. Figure 6-5 shows the
Linux Foundation view on the AI landscape.
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Figure 6-5: Linux Foundation AI Foundation Interactive Landscape [25]
P. Narayanan and D. Harrison group some of these tools on different layers [26] to enable the creation
of autonomous network functions in telecommunication network, as shown in Figure 6-6.
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Figure 6-6: ML frameworks organised on conceptual layers in creating autonomous telecom network
functions [26]
In the following subsections, we go into more detail for some platforms for managing ML lifecycle.

6.2.1

Amazon AWS Sagemaker

Amazon SageMaker gives users the ability to build, train, and deploy machine learning models. It comes
as a fully managed service that covers the entire machine learning workflow from labelling and
preparing the data, choosing an algorithm, training the model, tuning and optimizing it for deployment,
making predictions, to taking action. It decreases time to production, development effort and cost, by
automating some of the phases of development and lifecycle management. The Deploy module provides
a managed environment for hosting and testing models for inference, securely and with low latency.
We present in the next paragraphs Sagemaker’s features, as they are introduced in [27]:
6.2.1.1 Building the models:
 Building highly accurate training datasets: Amazon SageMaker Ground Truth helps with
building accurate training datasets using ML and reduces data labeling costs by up to 70%, as
claimed in [27]. SageMaker’s Ground Truth uses active learning, which is a process of bringing
together machine learning with human labelling to increase the accuracy of labelled data for
training.
 Managed Notebooks for Authoring Models: Amazon SageMaker provides fully managed
instances running Jupyter notebooks for training data exploration and pre-processing. These
notebook workspaces let users explore and visualize the data and document their findings in reusable workflows using popular libraries, frameworks, and interfaces. From within the
notebook, the data can be brought and stored in Amazon S3. AWS Glue can also be used to
easily move data from Amazon RDS, Amazon DynamoDB, and Amazon Redshift into S3 for
analysis. These notebooks are pre-loaded with CUDA and cuDNN drivers for popular Deep
Learning platforms, Anaconda packages, and libraries for TensorFlow, Apache MXNet, PyTorch,
and Chainer. Pre-built notebooks are available for all of the built-in machine learning algorithms.
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Also, notebook templates are available for fast jumpstarting with common ML applications and
more advanced Amazon SageMaker functionality.
Built-in, High Performance Algorithms: Amazon SageMaker provides high-performance,
scalable machine learning algorithms optimized for speed, scale, and accuracy. These algorithms
can perform training on petabyte-scale datasets and provide up to 10x the performance of
traditional implementations. These algorithms have been optimized by implementing them so
that they don’t need to go back and look at data they’ve already seen. Traditionally, algorithms
often pass back through the data set multiple times to reference earlier data, which will
significantly impact performance when working with large data sets.
There is a variety of algorithms covered in SageMaker, including supervised algorithms (e.g.,
XGBoost, linear/logistic regression, Word2Vec, DeepAR based on Recurrent Neural Networks, kNearest Neighbour, Latent Dirichlet Allocation (LDA), Neural Topic Modelling (NTM),
classification, etc. for recommendations and time series prediction problems), unsupervised
learning (e.g., k-means clustering, Principal Component Analysis (PCA), Random Cut Forest, for
problems like identifying customer groupings based on purchasing behavior).
Amazon SageMaker supports reinforcement learning in addition to traditional supervised and
unsupervised learning in multiple frameworks, including TensorFlow and MXNet, as well as
newer frameworks designed from the ground up for reinforcement learning, such as Intel Coach,
and Ray RL. Multiple 2D and 3D physics simulation environments are supported, including
environments based on the open source OpenGym interface. Additionally, SageMaker RL uses
virtual 3D environments built in Amazon Sumerian and Amazon RoboMaker for training.
Broad Framework Support: Amazon SageMaker automatically configures and optimizes
TensorFlow, Apache MXNet, Chainer, PyTorch, Scikit-learn, and SparkML, with other major
frameworks planned to be added in the future. Additionally, any framework can be brought in
to Amazon SageMaker by building it into a Docker container that is stored in the Amazon EC2
Container Registry.
Test and Prototype Locally: The open source Apache MXNet and Tensorflow Docker containers
used in Amazon SageMaker are available on Github. These containers can be downloaded to the
local environment and the Amazon SageMaker Python SDK used to test the scripts before
deploying to Amazon SageMaker training or hosting environments. After local testing, users can
easily make the switch to production training and hosting with one change to a single line of
code.

6.2.1.2 Training the models:
 One-click Training: Users must specify the location of their data in Amazon S3, and indicate the
type and quantity of Amazon SageMaker ML instances they need, based on which Amazon
SageMaker will set up a distributed compute cluster, performs the training, outputs the result to
Amazon S3, and tears down the cluster when complete.
For training the models, users must specify the location of their data in S3, and Amazon
SageMaker will take the algorithm and run it on a training cluster isolated within its own
software-defined network, configured to the user’s needs. Instance types must be specified by
the user, e.g., P3 GPU instances, which are ideal for fast and efficient training. Based on this
information, Amazon SageMaker will create a cluster in an auto-scaling group, attach EBS
volumes to each node, set up the data pipelines and start training with the user’s TensorFlow,
MXNet, Chainer or PyTorch script, with Amazon’s own algorithms, or the user’s own algorithms
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provided in their own container. Once finished, it will output the results to S3 and automatically
tear down the cluster.
Training data treaming from S3 has also been optimized for scale. Through the API, the users
have the option to specify if they want all of the data to be sent to each node in the cluster, or if
Amazon SageMaker should manage the distribution of data across the nodes depending on the
needs of the algorithm used.
Managed Spot Training: Managed Spot Training can reduce the costs of training up to 90%. It
makes use of Amazon EC2 Spot instances, which is spare AWS capacity that can be used to
manage costs. This option is ideal when there is flexibility in when the training jobs can run.
With Managed Spot Training, Amazon SageMaker manages the Spot capacity, so the training
jobs run reliably at reduced costs compared to on-demand instances, as training jobs are run
when compute capacity becomes available. Managed Spot Training works with Automatic
Model Tuning, the built-in algorithms and frameworks that come with Amazon SageMaker, as
well as with custom algorithms.
Automatic Model Tuning: Tuning the hyper-parameters for the ML model is done automatically
by Amazon SageMaker by adjusting thousands of different combinations of algorithm
parameters, to arrive at the most accurate predictions for the current model. This is normally a
lengthy manual process, which SageMaker automates by using machine learning to tune the
model. It works by learning what effects different types of data have on a model and applying
that knowledge across many copies of the model to quickly seek out the best possible outcome.
Train Once, Run Anywhere: Amazon SageMaker Neo allows machine learning models to train
once and run anywhere in the cloud and at the edge. Ordinarily, optimizing machine learning
models to run on multiple platforms is extremely difficult because developers need to handtune models for the specific hardware and software configuration of each platform. Neo
eliminates the time and effort required to do this by automatically optimizing TensorFlow,
MXNet, PyTorch, ONNX, and XGBoost models for deployment on ARM, Intel, and Nvidia
processors today, with support for Cadence, Qualcomm, and Xilinx hardware coming soon.
Optimized models run up to two times faster and consume less than one-hundredth of the
storage space of traditional models.
Model Tracking Capability: Amazon SageMaker model tracking helps users organize, find, and
evaluate ML model experiments, before landing the best model for the current use case and
input data.

6.2.1.3 Deploying the models:
 One-click Deployment: Deploying a model onto auto-scaling Amazon ML instances across
multiple availability zones for high redundancy can be done very easily from the user’s side.
Users must specify the type of instance, the maximum and minimum number of instances
desired, and Amazon SageMaker will launch the instances, deploy the model, and set up the
secure HTTPS endpoint for the application. The application needs to include an API call to this
endpoint to achieve low latency / high throughput inference. This architecture allows for fast
integration of user’s new models into the application because model changes no longer require
application code changes.
 Fully managed hosting with Auto-Scaling: Amazon SageMaker manages the production
compute infrastructure on users’ behalf to perform health checks, apply security patches, and
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6.2.2

conduct other routine maintenance, all with built-in Amazon CloudWatch monitoring and
logging.
Batch Transform: Batch Transform enables running predictions on large or small batch data.
There is no need to break down the data set into multiple chunks or managing real-time
endpoints. Predictions for a large number of data records as well as transformations on the data
are accessed through an API.
Inference Pipelines: Amazon SageMaker enables deployment of Inference Pipelines so that
users can pass raw input data and execute pre-processing, predictions, and post-processing on
real-time and batch inference requests. Inference Pipelines can be comprised of any machine
learning framework, built-in algorithm, or custom containers usable on Amazon SageMaker.
Feature data processing and feature engineering pipelines can be built with a suite of feature
transformers available in the SparkML and Scikit-learn framework containers in Amazon
SageMaker, and these are deployed then as part of the Inference Pipelines to reuse data
processing code and for easier management of ML processes.

Microsoft Azure ML Studio – Azure Machine Learning Designer

The Azure suite [28] offers the Machine Learning Studio, which is a collaborative visual tool for fast
creation of predictive models without the need to write actual code, and Azure Machine Learning, which
provides both a web interface called the Designer and several SDKs and CLI to quickly pre-process data,
train and deploy ML models. Azure Machine Learning offers advanced ML capabilities like automated
ML and pipeline support for deployment. The focus of our description is on Azure Machine Learning
tools, which include automated ML and creation & deployment of ML pipelines.
6.2.2.1 Automated ML
Automated ML training experiments can be created using the following process:





Identify the ML problem to be solved (classification, forecasting, or regression);
Specify the source and format of the labeled training data (Numpy arrays or Pandas dataframe);
Configure the compute target for model training (local computer, Azure Machine Learning
Computes, remote VMs, or Azure Databricks);
Configure the automated ML parameters that determine how many iterations over different
models, hyperparameter settings, advanced preprocessing/featurization, and what metrics to
look at when determining the best model.

The scoring for the different algorithms is then visually presented in a leaderboard, as shown in Figure
6-7.
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Figure 6-7: Leaderboard with scores for different algorithms and features [29]
6.2.2.2 Managing ML lifecycle
Azure Machine Learning uses a Machine Learning Operations (MLOps) approach that improves the
quality and consistency of the developed solutions. Azure Machine Learning provides the following
MLOps capabilities:









6.2.3

Creation of reproducible ML pipelines. Pipelines allow the definition of repeatable and reusable
steps for data preparation, training, and scoring processes;
Register, package, and deploy models from anywhere and track associated metadata required to
use the model;
Capture the governance data required for capturing the end-to-end ML lifecycle, including who
is publishing models, why changes are being made, and when models were deployed or used in
production;
Notify and alert on events in the ML lifecycle such as experiment completion, model
registration, model deployment, and data drift detection;
Monitor ML applications for operational and ML-related issues. Compare model inputs between
training and inference, explore model-specific metrics, and provide monitoring and alerts on the
ML infrastructure;
Automate the end-to-end ML lifecycle with Azure Machine Learning and Azure DevOps to
frequently update models, test new models, and continuously roll out new ML models alongside
other applications and services.

DataRobot

Data Robot enterprise AI platform [30] is a ML lifecycle tool that automates the end-to-end process for
building, deploying, and maintaining AI at scale. It is one of the leading products for ML lifecycle
management, based on the latest open source algorithms, and available in the cloud, on-premise, or as
a fully-managed AI service. It includes automation for data modelling, feature selection, ways to try out
a variety of algorithms to understand which ones work better on the current data and problem. It also
offers flexible deployment capabilities.
Figure 6-8 shows how to work with the DataRobot models to understand what it does under the hood.
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Figure 6-8: How to understand the DataRobot Model [30]
Some of the features provided by DataRobot, as presented in [30], are:
6.2.3.1 Automated Feature Engineering
DataRobot prepares data for modeling automatically, through several options for data preparation and
feature selection, such as model-agnostic feature importance (the univariate importance of each
feature with respect to the target variable), model-specific feature impact analysis (quantitative ranking
of how impactful each feature is for each model it produces), automated feature selection (expert
model blueprints automatically select relevant features). support for multiple feature lists (using
different subsets of features can show how different feature lists compare). The expert blueprints allow
for fast experimentation with many different combinations of modeling techniques in order to find the
best technique for each unique dataset and problem. The platform also shows the entire process from
taking the data through the various steps all the way through to the ML algorithm, and also supports
manual tuning.
6.2.3.2 Model Comparison Leaderboard
This feature allows the user to visualize which models have worked best on the current data and
problem. Plots are provided to visualize predictions coming from the different models on the
leaderboard. The ML libraries used are the most well-known open-source libraries, including R, Python,
scikit-learn, H2O, TensorFlow, Vowpal Wabbit, Spark ML, and XGBoost. Examples of the techniques
available include boosting, bagging, random forests, kernel-based methods, generalized linear models,
deep learning, etc. The focus is on predictive models, i.e. learning historical trends and predicting
outcomes.
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6.2.3.3 Model Deployment and Management
DataRobot allows bringing the models built in this tool straight into production. The data to be scored
can be uploaded in batches, predictions generated through the APIs, and scoring code embedded
directly into the applications. The performance of all deployed models can be monitored from a central
portal. Also, models can be refreshed and replaced if the input data and the accuracy change over time.
DataRobot uses five methods for addressing model deployment:
•

•

•

•

•

Enterprise Automation: the models built with DataRobot can publish a REST API endpoint,
making it easy to integrate into modern enterprise applications. In this way, automated
predictions are done on on-the-fly data and offering a path to continuous model upgrades.
On-Demand Analysis: this analysis is done when the user demands it, DataRobot offering a
drag-and-drop prediction interface which allows for a fast way of getting predictive insights,
without an integration into a production system. It is suitable for agile businesses that change
frequently and need rapid prototyping flexibility to test models before integrating them into
production systems.
Portable Prediction: for situations where the data volume and latency requirements mean that
models need to be installed where the predictions are needed. In these cases, DataRobot’s
Scoring Code Export offers the capability to get a self-contained download of the chosen model
as a .jar file.
Separate Development and Production Environments: DataRobot’s Standalone Scoring Engine
allows the separation of development and production environments, so that models can be
tested and implemented in a stable, isolated environment. The Standalone Engine has the
capability to run imported models without interfering with the development server from which
they were exported.
Working with Big Data: Spark Scoring allows users to score data for ML where the data is
located instead of having to transfer and host that data on a central server, which might be
prohibitive because of the very large amounts of data to be used. This allows the usage of
models produced using DataRobot on potentially huge data sets, without changing the storage
location of the data from its current instantiation on a Hadoop network.

6.2.4 Valohai
Valohai [31] is a predictive model lifecycle management platform for building machine learning systems.
Valohai governs statistical models all the way from preprocess - train - deploy to termination, when the
model is no longer used. The key advantages of Valohai, as presented in [31], include:






Scalability: Valohai supports massive-scale concurrency on top of AWS, Microsoft Azure, Google
Cloud Platform & on-premises hardware (e.g. OpenStack). The code is placed within Docker
containers for easy integration and running on a hardware of choice.
Version Control Automation: Valohai automatically tracks all experiments, with a clear picture
of how each model was trained, from data to parameters & statistics to algorithm. It also
enables users to re-run previous experiments at any time.
Pipeline Management: Valohai presents a streamlined and expandable API, which allows users
to focus on the trials & models to automate configurations, shutting down servers, etc. when
training cycles are concluded.

© 5G Solutions, 2020

Page | 39

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

In short, Valohai is an end-to-end ML solution that (i) extracts features from data, (ii) feeds features to a
training to produce models and (iii) uses these models to make predictions. Valohai supports users in
building such systems in various automated ways. From a technological point-of-view, Valohai is a
workload processing ecosystem akin to a continuous integration or build system. It fetches the code,
configuration and data sources and enables the pipelines to work on top of an automated infrastructure,
allowing user control through the user interface. Valohai runs on top of all the major cloud-providers as
well as custom on-premises hardware.
In terms of lifecycle management, Valohai manages the executions in an automated way, including:


Data Transformation, Augmentation, Anonymization: An execution that takes input files, runs
transformation commands against the input producing outputs to the file system, external API,
database or similar.



Data Synthetization: Here the execution receives no inputs, just generates output according to
provided parameters e.g. with Unity or other some synthetic generator software.



Data Management: Valohai keeps track of all files and pieces of data it sees. The data is always
securely stored in the user’s own managed data storage and only references are stored inside
Valohai, while any piece of data can easily be searched, downloaded and deleted.



Iterative Development: The Valohai command-line client has an ad-hoc feature that allows
packaging local code and running it on a (more powerful) remote machine. The remote machine
is usually also closer to the data sources, to reduce latency. Valohai also has a Jupyter notebook
add-on for iterative development.



Training: An execution that takes training/validation data as inputs, runs the training code (using
a ML framework of choice) on the data and saves the model as its output.



Hyperparameter Optimization: Valohai tasks are essentially collections of executions that are
aimed to solve one experiment or assignment. The most common task type is hyperparameter
optimization that can be triggered using Valohai’s web interface.



Model Management: Valohai manages all artefacts it produces, naturally including predictive
models. All models managed by the platform are stored in the user’s own data store.



Model Analysis: While executing the code, the results produced by the analysis can be viewed in
real time while the model is trained under metadata. This metadata is produced by the code
outputting JSON data to STDOUT or output files which can be read in real-time by tools such as
TensorBoard.



Model Interpretability: Because Valohai version controls everything that goes into building a
model (code, parameters, inputs, environment, etc.), its APIs offer explanations of how the
model was build, assuming that all the work was done in the Valohai ecosystem. However, the
user must then provide the link between this interpretation and domain knowledge.



Simulation: Running multiple processes (the agent and the simulator) inside a single execution.
Good for example in reinforcement learning cases. Instead of inter-worker communication,
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where the agent and simulator would be run on separate physical machines or Docker
containers, doing all on one machine will speed up time to results.


Batch Inference: An execution that takes samples and a model as inputs runs the model against
the samples and outputs predictions and any other analysis.



Model Serving: Valohai Deployments can be used to start managed REST HTTP endpoints on top
of shared or private Kubernetes clusters.



Online Experimentation: Valohai deployments with HTTP-endpoints can have “aliases” (e.g.,
“staging/production”). These can be used to track differences between two competing
predictive model versions or different end-points that the software uses to interact with the
models.

What Valohai doesn’t automatically help with:


Building Actual Model Logic: Valohai doesn’t offer drag-n-drop interfaces to build predictive
models. Valohai users must provide actual program logic in their programming language of
choosing Python, R or C++ libraries. Valohai supports all programming languages, frameworks
and development tools.



Interactive Big Data Exploration: Valohai downloads/streams the data, do the instructed work
and the runtime environment is destroyed along with the temporary data version. Depending
on the data volume, Jupyter Notebooks or something similar should be used to interactively
explore the dataset or a slice of it.



Data Acquisition: Valohai itself doesn’t provide features to acquire new data samples, but
instead integrates with all the major cloud-based binary data sources. After the data is in AWS
S3, Azure Store, Google Cloud Store, OpenStack Swift or on a local mount, Valohai can use that
data.



Data Labelling: all web servers or other services are meant to be ephemeral, so there is no
labelling available.

All the frameworks presented in this Section contain useful features for automated ML lifecycle
management. We are currently exploring options for fast training using some of these tools (e.g.,
DataRobot), as well as lightweight options for deploying the ML models as containers, which is in line
with standardized proposals presented in Section 0.

7 Machine Learning-based Automation in 5G-SOLUTIONS
In the context of 5G-SOLUTIONS, two envisioned directions of research have been proposed:
1. Predictive optimization of service performance, based on training data sets that combine
network counters and network-based KPIs with Use Case - specific KPIs. This combines data
from two domains that normally have no visibility to each other’s inter-workings, allowing for
full-stack performance optimisations.
2. Predictive slicing, by defining common slicing patterns that can be used in dynamic
configuration settings. Using common slices as training data allows dynamic allocation of
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resources (over the different domains) by learning the relationship between network resources
and service requirements from use cases. This direction will evolve as our understanding of the
5G-SOLUTIONS orchestration implementation matures. It might be different depending on the
type of orchestration support we provide and the ability to access ICT-17 platform data related
to configurations and performance.
New research trends on dynamic resource allocation and 5G network slicing resource utilization
[32] and automating mechanisms for per-group slicing and resource-usage efficiency [33] have
lately emerged. Similar methods will be investigated for predictive slicing in 5G networks.
Given the current status of the project, details of available data for KPIs from use cases and allocated
resources are not yet clearly defined. This ongoing process will be refined through the LL discussions, in
collaboration with WP2 and WP3, so that slicing patterns & full-stack performance measures be better
understood.
Finally, the feasibility and accuracy of envisioned methods in this section and solutions available in the
literature highly relies on type and volume of data that is available from orchestrators and monitoring
modules of the platforms. Discussions regarding availability of this data and collection mechanisms is an
open issue and currently under discussion in the context of WP3 and will be used to update the MLbased methods that are feasible in the 5G-SOLUTIONS context.

7.1

Proposed ML Use Cases and Candidate Algorithms

In this section, we present a brief overview of the state-of-the-art algorithms that are planned to be
investigated for the above two types of use cases.

7.1.1

Correlation Between Network and Use Case KPIs

Correlation is a statistical association between observed variables. Correlation techniques help identify
similarities between KPIs and other monitored measurements. A high correlation value indicates that
two variables that have very similar nature, which in extreme cases means they have identical behavior.
A positive value indicates a strong direct relation, while a negative can mean similar strong relation but
in an opposite fashion, meaning an increase in one KPI translates into a decrease in the other. Figure 7-1
shows an example of such correlation, where variables in second and third line show strong positive
correlation, while the first and second variables have a strong but negative relationship.
One of the goals of 5G-SOLUTIONS is to provide an end-to-end visibility of components and
measurements across different layers. In many scenarios however, due to the architecture of the
platforms and experiments, this visibility is not always available. For example, a use case has no direct
access to network and service KPIs or vice versa. However, KPIs from different layers may have a direct
impact on each other. Finding the correlation between these KPIs and clustering KPIs that have similar
temporal behavior can help use cases and platform owners to better understand these impacts. This
may also help with predicting the behavior of KPIs, which will be further discussed in 7.1.4.
In 5G-SOLUTIONS, several correlation and time series comparison techniques are under investigation,
including Pearson and Spearman correlation, Dynamic Time Warping and clustering methods such as Kmeans and graph clustering.
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Figure 7-1: Illustration of Correlation between KPI time series
7.1.1.1 Correlation Between Time Series
Linear correlation algorithms such as Pearson’s correlation, Spearman’s rank correlation are candidate
methods to measure the similarity between two variables. If KPI time series are treated as random
variables, correlation algorithms determine whether two time series are from the same distribution,
which effectively measures the similarity between each pair. Depending on which correlation algorithm
is used, generally a positive score represents a direct correlation, negative score a reverse correlation
and zero means that the two variables have no apparent association.
7.1.1.2 Dynamic Time Warping (DTW)
While correlation methods are fast and efficient methods to calculate a similarity score between time
series, they have a number of limitations. One is that the time series that are being compared need to
be of the same length. Secondly, because correlation algorithms perform point-wise comparisons,
similarities between patterns that are lagged and shifted would remain undetected. Dynamic time
warping is an alternative method that can handle these limitations. Contrary to correlation, DTW aims to
measure the association between time series purely based on local similarity between timing patterns.
This means it is also effective in detecting similar patterns that are warped (scaled in length) or shifted.
However, as expected, there is a tradeoff in using DTW compared to correlation algorithms. This
includes computational complexity and extra hyper-parameters to adjust such as a good warping
window size and suitable similarity score metric.

7.1.2

KPI Clustering

As both of the above algorithms are bi-variate analysis tools, they result in similarity scores between
each pair of the KPI time series. These scores can be used to cluster KPIs into groups that are similar to
each other and different from KPIs of other groups. The state-of-the-art clustering algorithms include Kmeans, hierarchical clustering and graph clustering. K-means and hierarchical clustering algorithms often
use Euclidean distance to measure the closeness of data points to clusters. Graph clustering approaches
use similarity scores to generate a graph where vertices represent KPIs and edge weights show the
similarity scores between pairs of KPIs. Then a variety of graph clustering algorithms including
community detection are used to maximize the separation between clusters of vertices.
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7.1.3

Predictive Slicing and Resource Allocation

Slice management and the configuration of resources are usually done manually or in a semi-automatic
way (e.g., pre-defined slices) and are based on requirements coming from services. However, as services
begin to become more dynamic, their requirements may also continuously change throughout the
lifecycle of services. This requires a dynamic slice management capability that is able to adapt to
changes in requirements over time and also to changes in the underlying platform. Having enough
examples of slice allocations to requirements coming from use cases, will allow to define common slicing
patterns and enable us to find the relationship between configurations and resource allocation and use
case requirements. This can then be used for fast deployment and re-deployment of slices based on
learnt patterns. This further allows slice management to be able to predict resource allocations and slice
parameters based on requirements coming from services.
The exact parameters that will be used both for the slices and for the services are still an open issue,
depending on the data available from 5G-EVE, 5G-VINNI and the Use Cases.
The current proposal is to investigate a subset of the following slice parameters, as defined in GSMA GST
[34], since these might be used in defining the slices in the underlying platforms, and correlate them
with use case requirements:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Availability
Area of service
Delay tolerance
Deterministic communication
Downlink throughput per network slice
Downlink throughput per UE
Energy efficiency
Group communication support
Isolation level
Location based message delivery
Maximum supported packet size
Mission critical support
MMTel support
NB-IoT Support
Network Slice Customer network functions
Number of connections
Number of terminals
Performance monitoring
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•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Performance prediction
Positioning support
Radio spectrum
Reliability
Root cause investigation
Session and Service Continuity support
Simultaneous use of the network slice
Slice quality of service parameters
Support for non-IP traffic
Supported device velocity
Synchronicity
Terminal density
Uplink throughput per network slice
Uplink throughput per UE
User management openness
User data access
VX communication mode
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Figure 7-2: TMF SID model for GST [35] and GSMA GST [34]

© 5G Solutions, 2020

Page | 45

D2.3A Zero-touch automation mechanisms for 5G service lifecycle (v1.0)

We also aim to explore different templates such as TOSCA that are used to describe the relationships
and dependencies between services and applications, which helps us understand the correlation
between service requirements and network resources.
In the context of 5G-SOLUTIONS multiple prediction models including Linear Regression, Regression
Trees and random forests and deep neural networks are under investigation as approaches for
predictive slicing.
7.1.3.1 Linear Regression
One of the popular classical approaches for prediction is linear regression. In this algorithm, linear
models are used to model the relationship between a dependent variable (e.g., use case requirements)
and one or more independent variables (e.g., slicing parameters and configuration variables). When
dependent variables are correlated, a variation of this approach called multi-variate linear regression is
used and when more than one dependent value is to be predicted, the process is called multiple linear
regression.
The approach attempts to generate a linear formula from predictors (dependent variables) that predicts
the explanatory variables (independent variables) by minimizing an error function that calculates the
difference between predicted and real values of independent variables. A common error function for
linear regression models is least squares, but models can also be fitted in other ways, e.g., penalized
version of least squares cost function such as in ridge (L2-norm penalty) or lasso (L1-norm penalty)
regression methods.
This method is one of simplest approaches to implement with very efficient and fast performance. The
disadvantage, however, is the assumption that the impact of dependent variables on explanatory
variables is linear, which may not often be the case. Also, when dependent variables are categorical
instead of numerical, other approaches may give better performance.
7.1.3.2 Regression Trees and Random forests
Regression trees are a variation of the general class of decision trees, where the process builds a binary
(or more) recursive partitioning of observations about an item, to make predictions about a target value
(or values). When the target variable is categorical, trees are often called classification trees and when
the variables are continuous variables, they are called regression trees. The advantages of regression
trees are that they are simple to construct and can be visually explained by following the path from
observations to the prediction of target values. However, there are some disadvantages of using a single
tree to make predictions from observations. One is that the model can be non-robust, meaning that
results can significantly vary based on the order that the training data is observed. They are also very
prune to overfitting, which means that the trees can become over-complex and not generalize very well
from training data.
Random Forest overcomes these limitations. It is an extension of decision trees where instead of using a
single large tree, an ensemble of smaller trees generated on subsets of data and features are combined
to make the final prediction. This method where ‘weak learners’ are trained on subsets of features is
called boosting, which combined with boost strap aggregation or ‘bagging’ allows random forests to
have lower variance and be less prune to overfitting. This results in higher accuracy when generalizing
predictions beyond the training data samples. Due to their complexity however, they take longer to
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learn and are also much harder to visualize and interpret the path to the final prediction, compared to
decision trees.
7.1.3.3 Deep Neural Networks
Since requirements and slicing parameters are following a defined standard and templates, the number
of input and output vectors in the above prediction problems are fixed and predefined. This enables
using deep neural network algorithms, e.g. multi-layer perceptron (MLP) and convolutional neural
networks (CNN). As opposed to classical ML algorithms (e.g., regression trees and random forests)
where expert knowledge is often required to define features from input data, neural networks work
directly on raw data and automatically learn these features from input. This procedure in algorithms
such as MLP and CNN happens in multiple layers, where each layer detects more sophisticated features
compared to previous layers until the final prediction is performed in the final layer. This abstraction of
performance, however, requires a large volume of labeled examples of slice allocation to service
requirement to achieve an acceptable accuracy. At this point, it is an open issue to understand whether
the use of deep learning is feasible on the 5G-SOLUTIONS data.

7.1.4

Prediction of KPI Degradation

As explained in Section 7.1.1, due to architectural limitations and different PoV of layers in experimental
platforms in 5G-SOLUTIONS, access to measurements and KPIs from different layers is often not
feasible. However, these KPIs may have direct impact on each, other meaning a change in KPIs of one
layer may cause a change in KPIs of another. This also means that KPIs and measurements can be used
to predict future behavior or degradation of values of KPIs of a different level. An example can be a
change in network KPIs e.g. throughput, delay, etc. that can have a direct impact on a use case KPI e.g.
video quality in a media use case. Detecting the relationship between KPIs coming from different
components can help predict performance of KPIs and better understand root causes using the full stack
from low level layers to the use case layer.
Most of the algorithms mentioned in 7.1.3 can also be used for this approach. Moreover, due to the
sequential nature of KPI time series, sequential neural networks can also be good candidate.
7.1.4.1 Recurrent Neural Network
Recurrent neural networks (RNN) are a specific class of neural networks that consist of recursive cells
where the output of each cell is fed back into itself, which allows the model to remember sequential
features from the past. Recent modifications and new RNN models such as Long Short Term Memory
(LSTM) also removes the shortcomings of classical RNN models, allowing them to remember information
from longer periods without sacrificing the accuracy. The main advantage of RNNs are that they do not
require a fixed length input and are designed to model data of sequential nature; KPI time series are a
good example of this type of data. Also, since they use feedback from previous information, they
generally require less data compared to multi-layer neural networks, which is suitable for 5GSOLUTIONS data where experiments are often short-lived and not too much labeled data is available.
RNN approaches are used to predict expected values of KPIs at each moment of time, which can be used
as reference values to determine whether a KPI is out of bounds or starts degrading.
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7.2 Data Considerations
It is well known that ML became main stream in the last couple of decades, once the data became
available and easy to access. Data availability made it possible to apply the algorithms and get successful
results. It is clear that one of the main requirements for ML improvements to be brought into 5GSOLUTIONS is data availability. For time series data, we normally have to look at a few weeks’ history of
data, to understand trends and possible seasonality of data. Moreover, if we look towards methods such
as Deep Learning, very high volumes of data are required for the methods to work properly and give
good results. On top of this, having access to good quality labelled data is very important to the results
that we can obtain through applying ML-based automation methods.
The availability of data needed for improvements towards Zero-Touch Automation is still an open issue.
More understanding will come as the first use cases will be deployed and alongside the development of
the Visualisation System in WP3. At this point in time, we envision the following possible sources of
data:
•

KPI visualisation system: KPIs both from verticals and from the platforms 5G-EVE & 5G-VINNI;

•

Underlying platforms (5G-VINNI & 5G-EVE): slice parameters, configuration templates, etc.;

•

CBND orchestrator for Type B orchestration use cases;

•

Any additional verticals data that may not be necessarily visualised, and as such, not included in
the visualisation system repository.

Once the initial KPI data becomes available, we will explore the different ML models, possibly using tools
such as Data Robot to speed up the analysis over several types of models. Once we have some models in
place, we are planning to explore the implications of their deployment and use, possibly using
containerized deployment options, which is line with the newest trends in the industry.
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8 Conclusions and Next Steps
This deliverable has presented the importance of introducing more automation in the management of
services deployed on top of 5G networks. We have looked into industry-led programmes on Zero-Touch
Automation and also into the lifecycle management of Machine Learning - based programs, to
understand the opportunities and implications of introducing such automations into our systems. Tools
for ML lifecycle management have been investigated, with a view on exploring some features offered by
them in our further development (e.g., Data Robot for fast evaluation of different models on the
available data).
Our main directions of research – predictive service optimisations and predictive slicing patterns – have
been proposed, together with a suite of methods that we plan to investigate. Data considerations have
also been discussed, as data availability and quality are main requirements for the proposed ML models
to work properly.
The main contributions of this deliverable are (1) investigating industry-led programmes on Zero-touch
automation, (2) exploring ML lifecycle management issues and options, (3) proposing ML-based
solutions for automation in 5G-SOLUTIONS.
Our next steps involve working alongside the LLs and WP3 to bring more clarity on the availability of
needed data, as well as exploration of the proposed models on the data. The plan is to also investigate
providing the ML-based optimisations and features as containers, which is in-line with new trends in
Zero-touch automation for network & service management.
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